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ABSTRACT

Non-Consensual Image-Disclosure Abuse (NCIDA) represents a
subset of technology-facilitated sexual abuse where imagery and
video with romantic or sexual connotations are used to control,
extort, and otherwise harm victims. Despite considerable research
on NCIDA, little is known about them in non-Western contexts.
We investigate NCIDA in Pakistan, through interviews with vic-
tims, their relatives, and investigative officers; and observations
of NCIDA cases being processed at a law enforcement agency. We
find, first, that what constitutes NCIDA is much broader in Pak-
istan’s patriarchal society, and that its effects can be more severe
than in Western contexts. On every dimension — types of content,
perpetrators, impact on victims, and desired response by victims —
our findings suggest an expansion of the concepts associated with
NCIDA. We conclude by making technical and policy-level recom-
mendations, both to address the specific context of Pakistan, and
to enable a more global conception of NCIDA.
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1 INTRODUCTION

Of the various social ills that digital platforms have enabled, technology-

facilitated sexual abuse is arguably among the most devastating for
individual victims. In the West, common forms of it include revenge
porn, characterized by the distribution of private, explicit images
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to humiliate [36, 64, 101], and cyberstalking, in which perpetrators
aim to control and manipulate intimate partners through digital
surveillance and harrassment [22, 23]. These offenses dispropor-
tionately target women and other marginalized groups [39] - as
much as 89% of revenge porn victims, for example, are women
[64]. The impact of such disclosures is painful and multifaceted,
resulting in psychological distress [4, 40, 101], reputational dam-
age [11, 44, 64, 100, 101], financial repercussions [64], and in severe
cases, physical harm [35].

In this paper, we focus our attention on a particular subset of
technology-facilitated sexual abuse, in which images and video with
romantic or sexual connotations — and the threat of their disclosure
- is used by bad actors to control, extort, and otherwise harm victims.
In Western contexts, these instances have been studied as "non-
consensual intimate image" (NCII) disclosure [1, 33, 34, 98] because
the vast majority of such instances involve intimate imagery. But,
there are indications that in some non-Western geographies, actual
intimate imagery need not be involved. In Pakistan, for example,
a girl was killed by male family members for having appeared in
a doctored video simply sitting next to a boy - both fully clothed
- that was posted to social media by a third party [94]. In another
case also from Pakistan, a woman committed suicide after innocent
images of her annotated with obscene content were circulated
online [13].

Some research suggests that these are severe instances of a com-
mon occurrence. The handful of studies conducted in South Asia
[60, 73, 91] highlight online abuse faced by South Asian women,
often involving threats to expose sensitive content to their families.
Content might include fully clothed profile pictures, names, phone
numbers, fake social media profiles, and unsolicited sexual messages
in addition to actual and fabricated explicit content. Its disclosure
inflicts significant reputational harm on victims and their family
members. Thus, in some contexts outside of the West, NCII ap-
pear to be part of a broader phenomenon in which non-consensual
disclosure of socially sensitive images — whether explicit or not —
enables a range of abuses.

In this paper, we report on our investigations in Pakistan of
that broader phenomenon - which we call non-consensual image-
disclosure-based abuse (NCIDA). The concept of NCIDA is intended
to represent a subset of tech-facilitated sexual abuse that is broader
than NCII (see Figure 1). Specifically, we sought to answer the
following research questions:

e In what forms do NCIDA manifest within the Pakistani con-
text?

e What are the effects of NCIDA on victims and their families?

e What remedies do victims prefer to mitigate such abuse?
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Figure 1: Venn diagram of types of Technology-Facilitated Sexual Abuse relevant to this paper. This paper’s focus — Non-
Consensual Image-Disclosure Abuse (NCIDA) - falls within the broader concept of Image-Based Sexual Abuse and the narrower
notion of Non-Consensual Intimate Imagery Disclosure. The diagram also includes examples of specific types of abuse that fall

within each category.

To answer these questions, we collaborated with a federal law-
enforcement agency and a civil society organization in Pakistan,
both dedicated to women’s safety online. We conducted interviews
with twelve NCIDA victims, eight family members of victims, and
twelve investigation officers (IOs). In addition, we conducted 240
hours of observation of investigation sessions where investigation
officers spoke with the victims, their family members and perpetra-
tors.

Our study makes the following contributions: First, we provide
detailed documentation of the kinds of NCIDA that take place in
Pakistan, a country that is often said to have a socially conservative,
patriarchal honor culture [27, 37]. Though a handful of papers have
investigated NCIDA in South Asia [60, 73, 92], our paper provides
a depth of detail not previously reported. Second, our analysis con-
firmed a hunch we had when we began in this research — that what
has been reported about NCIDA in Western contexts represents
only a fraction of the types of NCIDA that occur in Pakistan in
terms of image content, perpetrator types, motivations for abuse,
range of victims, and impact on victims. Third and building on
the second point, we argue that the previous literature is woefully
skewed, centering as it does the Western experience of NCIDA
while being largely oblivious of non-Western forms of NCIDA. The
bias is important to highlight because it means, for example, that
social-media company policies — which are often calibrated for
Western users [8, 78] — may fail whole groups of victims outside
the West. Based on our findings, we make user interface recommen-
dations for technology creators, both to address the specific context
of Pakistan and to mitigate a West-centric conception of NCIDA.
Finally, the combination of Western and Pakistani NCIDA cases
enables us to propose a preliminary NCIDA theory that suggests
that NCIDA is influenced by the local culture’s social and moral

norms, particularly regarding romance, sexuality, marriage, and
public visibility.

2 RELATED WORK

We explored the literature within the domains of HCI, legal studies,
and feminist studies to understand the existing landscape of NCIDA
in both Western and South Asian contexts.

As we will be making some overall claims about the existing
literature, we first outline our literature-search methodology: In
addition to compiling work we were previously aware of, we used
Google Scholar, employing a wide range of search terms related
to NCIDA, including both the spelled-out and abbreviated forms
of "NCII" "IBSA," "cyber sextortion," "revenge pornography," and
terms like "upskirting,’ "deepfakes,’ "downblousing,’ "online sexual
harassment." We did not specify geography in a a systematic way,
but we did look for papers addressing non-Western contexts, and
specifically in South Asia, by including terms such as "Asia,’ "South
Asia," "Pakistan,’ "Bangladesh,’ in some of our searches. This search
yielded over 500 publications across various fields such as HCI, legal
literature, and feminist studies. To narrow focus, we filtered out
papers that only mentioned the search terms in passing, and which
did not have a strong focus on NCIDA. We selected 50 papers for
close review, prioritizing the typical qualities sought in papers in
a literature review: seminal or foundational content, high citation
count, rigorous analysis. The final list comprised 18 content analysis
papers, 16 survey studies, 12 interview studies, and 4 mixed-method
studies. While our literature review was not exhaustive, we believe
it captures the best of the relevant work, and that it is representative
of what has been written about NCIDA.
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Study Location Paper Notes
Count

US Only 27 Participants entirely within US; mix of survey and inter-
views.

Western Europe (Spain, UK, | 3 Participants entirely within Europe; mix of survey and con-

Belgium) tent analysis.

Australia 6 Participants entirely within Australia; mix of survey, inter-
views, and content analysis.

Multicountry, but Anglo- | 8 Participants from Anglo-centric regions with the majority

centric and majority US from US; mix of interviews and content analysis.

Multicountry 3 Participants from different countries around the world (in-
cluding South Asian countries: India, Pakistan) with equal
representation; mix of survey and content analysis.

South Asia (India, Pakistan, | 3 Participants entirely within South Asia; mix of survey and

Bangladesh) interviews.

Total 50

Table 1: Geographic focus of the reviewed literature, for the 50 NCIDA-related items that were reviewed. The existing literature
is predominantly focused on Western contexts. (NCIDA = "non-consensual image-disclosure-based abuse")

2.1 NCIDA in Western Contexts

To begin, we note that the existing literature on NCIDA predom-
inantly focuses on Western perspectives (47/50:~94%), as can be
seen in Table 1. A summary of the reviewed literature’s findings, as
classified into categories we eventually used to organize our own
(Section 4), is shown in Table 2.

In the Western context, research on NCIDA mainly centers on
nude imagery and sexually explicit content (39/47:~83%) [21, 33, 36,
46], with prominent examples including revenge or non-consensual
pornography (NCP) [47, 64, 101] and sextortion [61, 104]. For the
most part, NCIDA appear to be perpetrated by current or former ro-
mantic partners [23, 33, 46] (42/47:~89%). Most victims are women
[77] and other marginalized groups, such as children [61] and indi-
viduals from the LGBTQ community [41]. NCIDA is often driven
by a desire for revenge [18, 46, 64, 71, 84]. This revenge-driven
behavior can manifest in the defamation of victims and attempts to
assert coercive romantic control [18, 30, 45, 87], especially when a
victim decides to end a relationship.

Very occasionally, men are targeted [61]. In the reviewed lit-
erature, the only noted instances involve transnational criminals
running online scams that seek to extort men financially [61].

The most common mechanism for abuse is either the viral dis-
semination of explicit content or the threat of it, to the victims’
social circle or the general public through online platforms, with
the aim to humiliate victims and tarnish their reputations [22, 44,
64, 76, 100, 101].

The acquisition of sensitive content can be achieved through both
consensual and non-consensual means. In consensual cases, images
may have been shared during the course of a romantic relationship,
typically through sexting, violating trust that perpetrators later
exploit to their advantage [3, 15, 19, 38, 54]. On the other hand,
non-consensual acquisition often involves surreptitious gathering
of images without the victims’ knowledge or consent [38]. This can
occur through methods such as hacking into the victim’s device,
physically stealing images, or coercing victims into sharing content

under false pretenses through phenomenona like "coercive sexting"
[24, 53, 65, 97], "fappening" (the unauthorized disclosure of a vast
collection of hacked nude photographs, primarily featuring female
celebrities) [51], "up-skirting" (taking pictures without consent by
directing a covert camera up a female’s skirt), and "downblousing"
(focusing on a female’s blouse to capture images of her bra, cleavage,
or breasts) [17, 36, 42], among others. Additionally, technology plays
a role in the non-consensual generation of explicit content, with
examples like deepfakes (images or videos portraying unreal events
as real through digital manipulation) [25, 31, 105].

The existing literature has also illuminated societal factors that
perpetrators manipulate [6, 7, 102], such as oppression and stigma-
tization [41, 77, 78, 85, 102], level of tech-savviness [22], popularity
[26, 51], shared proximity [6, 22], and technological anonymity
[83].

As to potential remedies, the literature outlines two primary ap-
proaches: the punitive approach [29, 31, 35, 80, 103], which encom-
passes content removal and moderation, banning, public shaming,
and criminal prosecution; and the restorative approach [22, 66, 79—
81], which includes social-good-centered apologies (both public
and private), voting and reward systems, legal protections, and
monetary compensation. In the United States, there has been a
recent shift from a punitive to a restorative justice approach; one
survey finds that young adult victims prefer private apologies over
public shaming (29% versus 14%) of perpetrators after instances of
online harassment [81].

Legal and HCI scholars have suggested links between NCIDA
and Intimate Partner Violence (IPV) [4, 16, 22, 33, 45, 63-65]. For
instance, Bates highlighted that survivors of NCIDA often draw
parallels between the consequences they face and those experi-
enced by survivors of sexual assault, implying that NCIDA could
be categorized as a form of sexual offense against women [4]. Some
research found that adolescents involved in non-consensual sexting
were significantly more likely to report dating violence and anxiety
during high school compared to those engaged in consensual sex-
ting [93]. One survey revealed that individuals experiencing cyber
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victimization by an intimate partner were substantially more likely
to encounter in-person psychological IPV (28 times more likely),
physical IPV (52 times more likely), and sexual IPV (four times
more likely) [50]. And, work showing how abusers in IPV contexts
exploit technologies to intimidate, threaten, monitor, impersonate,
harass, or otherwise harm their victims [22] suggests that NCIDA
should be seen as a digital extension of Gender-Based Violence
(GBV) or Violence Against Women (VAW).

The literature summarized above is extensive, and it supplies a
thorough understanding of NCIDA in Western contexts, especially
as seen in Anglophone countries. It also provides a springboard
for investigating NCIDA in non-Western contexts. However, as we
will see in the findings, when considered as a description of what
is ultimately a global phenomenon, the literature is impoverished,
relying as it does on research conducted in only a few countries
(see Table 1).

2.2 NCIDA in South Asia

In contrast to the extensive empirical work conducted in West-
ern contexts, there is limited research in the South Asian context
exploring technology-facilitated sexual abuse. This gap exists de-
spite South Asia boasting one of the largest user bases of these
technologies with over 961 million social media users [88].

As background, South Asian women experience multifaceted
marginalization due to factors like class, literacy, religion, and
cultural characteristics such as family honor, lack of agency due
to patriarchy, and collectivism. This complexity is worsened by
the stigma associated with connecting women’s chastity to family
honor [27]. Within this web of marginalization, various forms of
GBV are prevalent and well-documented in South Asian commu-
nities. These include domestic violence and honor-based abuse,
which includes traditional forms of abuse such as sexual assault (in-
cluding within a marital relationship), honor killings, murders, sui-
cides, dowry violence, violence in custody, marital rape, and abuse
by in-laws [12, 28, 58, 59]. Structurally, patriarchal social norms,
some stemming from local interpretations of religion, diminish
women’s status, rendering them more vulnerable to gender-based
violence [28]. Culturally, some men believe that it is their right to
control their wives and resort to violence if disobeyed. Women of-
ten rationalize domestic violence as a private matter, often justified
by religion [28].

Prior efforts to understand NCIDA in South Asia — of which
we could find only three — have examined it within the broader
scope of online harassment [60, 73, 91]. These studies highlighted
the online abuse of South Asian women, often at the hands of
strangers who threatened to disclose victims’ sensitive content to
their family members [73, 91]. While this research has found in-
stances of women’s personal content leakage [73] and fabricated
non-consensual pornography [91] within the realm of online ha-
rassment, they explore NCIDA only as a small part of a larger
investigation of online abuse. Thus details of the rull range of
NCIDAs with respect to content, perpetrator, threat mechanism,
consequences, or remedies remain unknown.

Our research seeks to build upon this existing work by turning
attention specifically on NCIDA in Pakistan. Our aim is to provide

Batool, et al.

a thorough and detailed overview of NCIDA in Pakistan, emphasiz-
ing the distinctions between NCIDA there and those observed in
Western contexts. We expect that the differences will highlight the
need for culturally appropriate responses to NCIDA, and demon-
strate the need for a general expansion of the conception of NCIDA
among scholars.

3 METHODS

To answer our research questions, we used a qualitative approach
inspired by ethnographic techniques [68], including participants
observations, semi-structured interviews, and informal interactions.
We spent over 300 hours in the field, involving interviews, follow-
up discussions and information interactions (~60 hours total), with
12 investigation officers (I0s), 12 NCIDA victims, and 8 victim fam-
ily members; and field observations (~240 hours total) of 70 official
NCIDA investigative sessions, in which IOs interacted with victims,
family members, and perpetrators. All fieldwork was conducted by
the first author in person in Pakistan, and took place between De-
cember 2022 and August 2023. The study received ethical approval
from our university’s Institutional Review Board.

3.1 Study Site

Our study was conducted in a large ubran city in Pakistan, and
involved collaboration with two organizations. The first is the cy-
bercrime wing (CCW) of a federal agency that specializes in digital
forensics, information system security audits, and providing psy-
chological support to NCIDA victims. The organization employs
over 2000 individuals, including female investigation officers (IOs).
The second organization is a national non-governmental organi-
zation (NGO) dedicated to protecting human rights, particularly
in the realm of women’s digital rights. The organization has 20
employees, and provides support to NCIDA victims across Pak-
istan. While the NGO does not have jurisdiction to process NCIDA
cases, they play a crucial role by connecting online harassment
victims to a range of public services, including technical, legal, and
psychological support, as well as referring them to CCW when
necessary.

3.2 Participant Recruitment and Data
Collection

Our participants included NCIDA victims, their family members,
and investigation officers (IOs) from both organizations.

3.2.1  Semi-Structured Interviews with Investigation Officers. We
began by interviewing IOs to understand the overall landscape of
NCIDA in Pakistan. We conducted 12 semi-structured interviews,
with 6 female and 4 male IOs from CCW and 2 case workers from
the NGO. (Given that case workers perform similar work to IOs,
for the sake of simplicity, we refer to them as IOs as well in this
paper.) All interviews were conducted in Urdu. Each session lasted
approximately 60-90 minutes, totaling approximately 15 hours of
content. The interviews covered the I0’s work history, experiences
working with victims and their families, types of NCIDA reported,
investigation processes, interactions with perpetrators, interactions
with tech companies, and lastly, responses to NCIDA that they
heard from victims and the larger society. All interviews were
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Dimension Category Paper Count | Notes
(W:47, SA:3)
Victims® Gen- | All women victims 7/50 (W:7, SA:0) | -
der
Women majority, but some | 42/50  (W:39, | Eighteen content analysis papers report that women
male and trans victims SA:3) are victims and men are perpetrators in most cases.
All trans victims 1/50 (W:1, SA:0) | There is growing literature on tech-facilitated abuse
of the LGBTQ+ community; much of it is identity-
focused but not necessarily sexual abuse.
Perpetrators Current/former intimate | 42/50  (W:41, | Most common perpetrator type in the literature.
partners SA:1)
Prospective intimate part- | 9/50 (W:8,SA:1) | These are people seeking romantic involvement, or
ners who failed in the attempt.
Strangers 9/50 (W:6, SA:3) | These papers mention strangers sending unsolicited
sexual messages and images of themselves.
Transnational Offenders 1/50 (W:1, SA:0) | This paper identifies transnational, organized crim-
inals who impersonate women or transgender indi-
viduals to entrap and extort men [61].
Content Sexually explicit imagery 39/50  (W:37, | Either actual or fabricated, sexually explicit content
SA:2) is the most common type of content in NCIDA.
Non-sexual imagery (e.g., | 1/50 (W:0,SA:1) | One study in South Asia highlighted non-sexual
profile pictures, candid content being used in an NCIDA, but specifics were
shots, etc.) not provided [73].
Inappropriate  messages, | 7/50 (W:4, SA:3) | -
hate speech (verbal abuse)
Threat Mecha- | Public disclosure, or threat | 49/50  (W:47, | Most common type of threat in the literature.
nism of SA:2)
Disclosure to family mem- | 3/50 (W:1, SA:2) | Only 3 studies noted disclosures targeted at victim’s
bers, or threat of family members, of which 2 were about South Asia,
and 1 involved U.S. minors.
Consequences | For victims - emotional, | 50/50  (W:47, | All studies highlighted at least one or more of the
physical, reputational, so- | SA:3) mentioned harms experienced by victims.
cial
For family - reputational 7/50 (W:5,SA:2) | A few studies mentioned reputational consequences
for friends and family.
Preferred Punitive approach 19/50  (W:17, | Content removal and moderation, banning, public
Remedies SA:2) shaming, criminalization, and prosecution.
Restorative approach 9/50 (W:9, SA:0) | Apology (public and private), voting and reward
system, monetary compensation.

Table 2: Summary of what the literature reviewed for this study finds about NCIDA, using dimensions for describing NCIDA
that arose from this paper’s analysis. (W = Western, SA = South Asian)

audio-recorded after receiving informed consent and transcribed
for analysis. Participants received US$30 as a token of appreciation.
Any identifiable details discussed in individual cases were scrubbed
to ensure the narratives were abstracted and generalized.

3.2.2 Observations. In addition to interviews, we conducted 240
hours of observations at CCW, closely following interactions be-
tween IOs, victims, family members, and perpetrators during the
investigation of 70 NCIDA cases. We took detailed handwritten
notes of case-specific details such as content type, nature of disclo-
sure, platforms used, perpetrator-victim relationship, perpetrator
intent, remedies sought, family members’ reactions, IO’s line of

questioning, victim demeanor details like body language, facial
expressions, and appearance.

Given victims’ vulnerable state and the sensitivity of their revela-
tions, we went to great lengths to ensure that potential participants
were thoroughly comfortable engaging as research participants.
Before the start of an investigative session, the IOs introduced the
first author to the victim as a research intern investigating NCIDA's
impact on Pakistani victims and families. The first author then
described her goals and motivation, the process of documentation
(handwritten notes only; no audio recording) and analysis, and
plans for publication (no individually identifiable details). Prospec-
tive participants were informed that they would be given a copy of
any notes to review, that they could withdraw from the research at
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any point, including for at least 3 months after the session, and that
participation in the research was entirely voluntary. Participants
were then asked if they consented to participation in the research,
and separately, to note-taking. Throughout, the first author sought
to convey a tone of care and compassion, and that participants
should decline if they felt the least bit uncomfortable.

Out of 78 victims who were approached, 8 declined to participate
(so the first author left the room). We note, incidentally, that the
investigation room in which the sessions took place was crowded
with five IOs handling victims, family members, perpetrators, and
office staff simultaneously. There was thus very little privacy for
victims to begin with, and our observations did not affect any of
the proceedings. In this setting, the additional presence of a female
intern doing research was acceptable for most victims and their
families.

3.2.3  Follow-up Interviews. After each session, we conducted follow-
up interviews with IOs to gain deeper insights into cases. These
discussions lasted about 15-20 minutes, totaling approximately 20
hours of content and were audio-recorded with the IO’s consent.

As our rapport with IOs grew, they were willing to ask victims
and their families if they would be open to engaging with us one-to-
one. Once I0s had consent from the victim and/or a family member,
to be introduced to us, they introduced us. Ultimately, 12 victims
and 8 accompanying family members were willing to sit with us
for individual interviews. Participants were already familiar with
our consent clauses, and we reminded them of the key points. Each
interview lasted 15-30 minutes, totaling approximately 5 hours of
content. Due to the sensitive nature of the context and upon the IOs’
recommendation, we opted not to provide compensation to victims
and their family members (a similar approach was employed by
Freed et al.[22] with a vulnerable population).

3.24  Informal Discussions. We also engaged in numerous informal
discussions aimed at gaining IOs’ perspective on emerging patterns
in our data. These discussions took place typically on days when
their caseload was lighter. Within the CCW, IOs routinely discussed
various aspects of the cases among themselves, and the first author
actively participated in these conversations. These discussions were
audio-recorded with IOs’ consent, and totalled approximately 20
hours of content.

3.3 Participant Details

We conducted interviews with 12 IOs, 12 victims, and 8 family
members. As depicted in summary Table 3, among the 12 IOs, 8
were female, and 4 were male. All CCW’s IOs held a range of official
government positions, while 2 worked for a private NGO. SevenIO’s
had master’s degrees in information science, 2 had dual degrees in
information science and psychology, and 3 had bachelor’s degrees
in information science. IOs’ ages ranged from 25 to 40, and they had
2 to 12 years of work experience. Table 4 shows the demographic
details of the victims, including their gender, age range, marital
status and occupation.

3.4 Data Analysis

We collected over 60 hours of audio recordings (including inter-
views (~15 hours), followup discussions (~25 hours) and informal
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interaction (~20 hours)) that we screened to exclude any identifiable
and irrelevant information. We transcribed 50 hours of data that
resulted in approximately 1,000 pages of transcripts. Additionally,
we collected detailed hand-written notes taken during observations
and interviews, comprises of approximately 2500 pages of notes.
We conducted an inductive thematic analysis approach for data
analysis [9, 10, 89]. Given the scattered nature of the data for each
case, we began by composing detailed summaries for all 70 cases,
compiling information from transcripts and notes representing IOs,
victims, and their families. Anonymity was strictly maintained by
excluding any identifiable details, ensuring abstract summaries. The
first round of open coding [10] generated about 80 codes, covering
various aspects like types of content, disclosure nature, technology
mediums, victim categories, perpetrator types, etc. These codes
were iteratively refined and clustered into categories including per-
petrator types and intentions, content mining strategies, and stages
of disclosure with associated technology tactics. This round of anal-
ysis yielded both novel findings and findings similar to those found
in prior literature. As we filtered out redundant themes already
discussed in the previous literature, we identified five key themes
that are elaborated upon in our findings. While the initial coding
was performed by the first author, collaborative discussions among
all authors refined and structured the codes into higher and lower
levels across multiple iterations.

3.5 Positionality Statement

The lead researcher, a cis-gendered, straight Pakistani woman, has
extensive experience with research within Pakistan focused on
online abuse of women. She has deep understanding of victims’
experiences and sensitivity to their realities. At the same time,
her educational status at a university outside of Pakistan, upper-
middle-class upbringing, and endorsement as a researcher from
senior government officials grant her privilege that contributes
to power dynamics with research participants. These dynamics
are impossible to eliminate, but she is aware of them and works
to minimize any negative impact, including any felt pressure for
prospective participants to engage in research. The other two au-
thors are both cis-gendered men. Neither had direct contact with
any of the participants. One of the male authors is of Pakistani
origin, speaks Urdu, and has worked closely with Pakistani gov-
ernment institutions. All three authors come from non-Western
backgrounds, and have contributed to multiple studies of online
abuse and other topics in Pakistan.

4 FINDINGS

Trigger warning: Our findings involve discussions of topics such as
violence against women, domestic abuse, suicide, and tragic deaths.
Our research uncovered a deeply troubling set of details about
the nature of NCIDA in Pakistan. Many of our findings track very
closely with what has been found about NCIDA in Western coun-
tries as noted in Section 2.1 (refer also to Table 2). For example,
revenge porn and attempts to control romantic/sexual partners
through threats of intimate image disclosure appear common, to-
gether comprising nearly a half of the cases we heard about. In
many cases, the consequences for victims also tracked closely with
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Gender | Age Range (Years) | Qualification Job Role Job Experience (Years)
Female: 8 Min: 25 MSinIT/CS:7 | Sub-Inspector: 7 Min: 2
Male: 4 Max: 45 BSin IT/CS: 3 | Forensic Officer: 3 Max: 12

MS in Psych: 2 Admin: 2

Table 3: Demographic details of Investigation Officers (IOs) with qualifications in MS (Masters), BS (Bachelors), IT (Information
Technology), and CS (Computer Science). Sub-inspectors conduct thorough investigations and prepare reports, Forensic officers
handle digital device investigations and technical reports, while Admins manage cases at an organizational level.

Gender Age Range (years) Martital Status Occupation
Female: 58 Min: 20 Married/Engaged: 32 | Working: 18
Male: 12 Max: 65 Unmarried: 27 Student: 19

Average: 25-35

Divorced: 10 Homemaker: 33

Widow: 1

Table 4: Summary of Demographic Details of 70 NCIDA Victims (including the details of 12 victims we interviewed)

what has been reported, with victims reporting emotional distress
and reputational harm.

But, our study also reveals extensive new findings that go con-
siderably beyond what has been previously reported. In organizing
these findings, we found it analytically useful to bring out the
contrast with existing West-centric findings. In doing this, our in-
tention is not to center a Western perspective. Our hope, rather,
is to demonstrate the dramatic difference between Pakistan and
Western countries with respect to NCIDA, which will lead naturally
to one of our conclusions that NCIDA research thus far has been
remiss in offering a global perspective (see Discussion).

Within these findings, we identified five key dimensions of differ-
entiation: the nature of the content, types and perpetrator motiva-
tions; threat mechanisms; impact of NCIDAs; and finally, preferred
remedies. The findings below are reported in corresponding sub-
sections.

Note on the exposition: Both for reasons of added confiden-
tiality and the absence of audio recordings, we deviate slightly
from common practice in qualitative HCI: Reports of participant
utterances and scenarios that compile information gathered in one
investigative session are written to bring out their essence, with-
out attempting to capture verbatim quotes. Concrete details have
been omitted, and names have been replaced with pseudonyms.
Paraphrased quotations are represented in [square brackets]. On
occasions where real quotes occur, they have been used with the
express consent of the individuals involved.

4.1 Nature of Content

While NCIDA in prior work typically revolve around explicit im-
agery or sexual acts [21, 33, 36, 46, 61], our research identified (a)
a significantly lower bar for what constitutes NCIDA in Pakistan,
and (b) commonplace use of minor digital manipulation to make in-
nocuous images appear sensitive, and subsequently used as NCIDA
fodder.

4.1.1 A Lower Bar for Problematic Content. We found that con-
tent that may be perceived as commonplace in Western cultures -
public displays of affection such as two individuals holding hands,

hugging or giggling — was considered sensitive by our participants.
A fifth of our NCIDA cases (14 out of 70) involved imagery with no
explicitly sexual content, involving scenes such as a couple sitting
together, holding hands, giving a high-five, hugging, or sharing a
laugh. In using such images, perpetrators are insinuating a sexual
relationship even if none existed - an insinuation that parts of the
surrounding society are ready to accept. Take the case of Alishba,
where the perpetrator happens to be an ex-boyfriend as well as her
sister’s brother-in-law. An IO reported:

[From the time that they were dating, the perpetrator

had access to a few selfies where he and Alishba were

seen hugging or holding hands in public places such

as parks. However, Alishba is now engaged to another

person and the perpetrator is exploiting this content

to coerce her family into arranging Alishba’s marriage

with him.]

While most victims of this content exploitation were women,
in some cases men were threatened as well. Wahid’s professional
rivals filmed him enjoying a light moment sitting next to a hijra
(third gender)! colleague during a work event. The perpetrators
falsely depicted this as a marriage ceremony on social media. While
explaining the content of social media in a followup interview,
Wabhid (the victim) reported:

"Look, our so-called Muslim brother [Wahid] is marry-
ing a hijra person, which is prohibited in Islam... Should
he be punished, and what is the punishment for this in
Islam?"

As aresult of this post, Wahid received death threats from online
extremists as well as from members within his Pashtun community,
a community that is governed by a strict, patriarchal honor code
called 'Nang’ [43].

Apart from images of apparent couples, images of women wear-
ing clothing that would be considered problematic by some conser-
vative Pakistani standards was also used in NCIDA. In one example,

!"Hijra" and "third gender" are terms used in South Asia to describe a certain subgroup
of men who cross-dress as women [70].
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an IO reported that a perpetrator obtained the victim’s images with-
out their consent and threatened disclosure in order to demand
sexual favors:

[The perpetrator works at Aroosa’s office and gained
unauthorized access to her laptop and phone, obtain-
ing personal photos of her wearing jeans and sleeve-
less tops that she was trying on in a shopping mall
changing room.]

4.1.2  Turning Innocent Imagery into Compromising Content. We
found that in some cases (24 out of 70), perpetrators resorted to ma-
nipulating everyday images of the victims, though still often taken
without their knowledge. Perpetrators used simple techniques such
as juxtaposing an innocuous image (e.g. the victim engaged in a
normal video call) with an explicit one (e.g. the perpetrator in a sex-
ual act). In one such instance, Ayesha fell victim to an 8-month-long
blackmail ordeal, as reported by an IO:

[Ayesha placed a video call on WhatsApp to inspect
a phone she wanted to purchase from a seller she
had connected with on a classified ads website. When
the call connected, the person on the other end was
fully naked and masturbating. In the time that it took
Ayesha to comprehend what was happening and to
hang up, the perpetrator had captured a screenshot
of the video call. The perpetrator sent Ayesha the
image where Ayesha’s face is in the top right corner
of the frame while he is masturbating. He demanded
further explicit material, and when she didn’t comply,
he threatened to send the image to her husband and
insinuate that they were having phone sex. Ayesha felt
helpless and ended up giving in to his demands. Over
the next 8 months, he subsequently demanded money
(totalling 250,000 Rupees (approximately US$750).

In this instance, there was no compromising imagery whatsoever of
the victim — her face was the only visible element in the screenshot.
However, fearing consequences as dire as divorce, Ayesha ended
up giving him access to even more damning imagery.

Another technique that perpetrators use is to combine unrelated
images to create a collage accompanied with sexting emojis such
as eggplant and peach, and captions such as *whore’, ’blasphemy’,
’haram’ (prohibited), etc. Symaira’s case exemplifies this technique
below as reported by her mother:

[Symaira’s maternal aunt stole one of her images from
her mother’s Instagram. She created a fictitious col-
lage by juxtaposing her son’s picture with Symaira’s.
She anonymously shared it online with an accompa-
nied caption: *we have sex and we love each other’ The
goal was to malign Symaira’s reputation and suggest
she was in an intimate relationship with the perpetra-
tor’s son.]

In other instances, images of modestly-dressed women were anno-
tated with sentences such as, "I am a prostitute and can be reached
at [home address] and [phone number]" In some cases, contact de-
tails of male family members were also shared, further amplifying
the harm. In some instances, perpetrators falsely tried to tie victims
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to explicit material they had downloaded from adult websites (n=4).
Hira’s case illustrates this tactic below, as reported by her sister:

[Her ex-boyfriend first sent her family a photograph
of Hira (fully clothed), and in the next message, he sent
an amateur porn video he got from the web where the
faces of the people engaged in a sex act were blurred.
Her parents were so horrified, they didn’t even play
the video to ascertain whether it was actually her or
not.]

This class of NCIDA is effective despite being easily doctored
content. IOs mentioned that this is partly due to limited levels of
digital literacy, especially among the older generation, and partly
due to the families’ unfamiliarity with nude or sexual content —
their emotional reactions are immediate and strong, so there is no
psychological space for skepticism. Victims appear to intuit this, so
instead of defending themselves to family members, they acquiesce
to perpetrator demands.

4.2 Types of Perpetrators

The types of perpetrators we heard about goes beyond those of pre-
vious studies, who are predominantly former, current, or prospec-
tive sexual partners (see table 2). Among these are organized crime
entities (24 out of 70) and adversaries (22) (see Figure 2). In the
sections below, we present NCIDA cases involving non-intimate
partners.

70)

Online Scams
(n=7)

Number of Reported Cases (N

Organized Crime  Intimate Partners Adversaries

Types of NCD's Perpetrators

Figure 2: Perpetrators Categorization

4.2.1 Organized Crime. In our data, we found organized groups
weaponizing NCIDA to extort and demand sexual favors. Out of
the 24 instances, most (17) involved a physical component. Out
of those half (12) were committed by individuals, while a few (5)
involved an organized group comprising of both men and women.
Additionally, a separate category involved online-only organized
crime (7), with no offline communication with the victim. It was
unclear whether these online-only perpetrators were operating as
individuals or as part of a group.

Among individuals acting alone, we identified individuals posing
as shopkeepers, salesmen, security guards, fake imams (religious
leaders), house helpers, beauty parlor staff, and so on These per-
petrators often had prior offline access to their victims, and began
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by establishing a degree of trust through business or religious in-
teractions. As was true in Bushra’s case, fake imams, exploited the
victim’s trust in religious figures, using fictitious pretenses to gain
access to sensitive content that they later utilized for blackmail.
The corresponding IO reported:

[Bushra was facing marital difficulties. Someone tagged
her to a fake imam’s Facebook page who claimed
to help with such marital issues. The fake imam in-
structed Bushra to share explicit photos and videos,
committing to recite religious verses on these images
[2] that he claimed would help her regain her hus-
band’s affection. Given her trust in religious figures,
Bushra complied. During this time, her husband coin-
cidentally called her to explore reconciliation efforts.
This coincidence deepened her belief in the imam’s
healing powers, and Bushra thought Allah is doing
all this for sure because of this imam’s intervention.
Subsequently, the imam increased the fee for his ser-
vices, demanding gold as a form of payment for his
services... When she was unable to fulfill his demands
he threatened to expose the explicit content to her
husband and her in-laws.]

In terms of organized groups, we found that they typically en-
gage in complex, months-long schemes to ensnare victims. They
work in teams, adopting false identities such as fictitious employers,
real estate agents, or families interested in marriage. For instance,
some pose as families seeking marriage for their children. Accord-
ing to IOs, their target is often families aspiring to secure their
child’s future by arranging a marriage with overseas Pakistanis (3
instances out of 70). Aleena’s family fell victim to such a group
that orchestrated a fake marriage, obtained explicit content after
the ‘marriage’, and subsequently blackmailed the entire family for
more dowry [49]. Aleena’s family reported:

[A neighbor informed Aleena’s mother about a mar-
riage proposal from a family visiting from abroad. Fol-
lowing mutual agreement, both families conducted
the nikah [95], an Islamic marriage contract. Subse-
quently, the groom and his family departed, pledging
to arrange Aleena’s visa for her move. During this
period, Aleena began exchanging messages with her
’husband’ who was using a fake international phone
number. Upon his request, she shared sensitive con-
tent, not assuming much given that he was now her
spouse. However, as time passed, her family started
receiving demands for more dowry in cash and gold
from her in-laws, threatening to release the images
otherwise.]

A variation of such a scheme initially entrapped men, but eventually
targeted the women in the family, as is illustrated in Ali’s case below.
Note in these cases, even when a man is the target, women family
members also suffer, as reported by Ali’s mother:

[The bride’s family asked for a large sum of money (2
crore Rupees, US$70,000) as Haq Mehar. 2 Ali’s family

?Haq Mehar, or Mehar, is a mandatory gift or token of respect given by the husband
to the wife as part of an Islamic marriage contract [67].
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accepted the demand, and negotiated to paying a de-
layed Mehar only in the case of a divorce, a customary
practice in Pakistan [48]. The bride lived with Ali’s
family for a short while, and during her stay, she se-
cretly took private pictures of Ali’s sisters and mother
without their knowledge. Eventually, her family de-
manded a divorce coupled with the Mehar payment,
threatening to disseminate explicit content of Ali’s
sisters.]

A third category of cases involved organized groups that only
engaged with victims online, using platforms like social media or
dating apps. Prior studies have explored such online scams per-
petrated by ’transnational offenders’ [61], emphasizing how these
offenders (often masquerading as cis or transgender women primar-
ily target men). While our findings mirror prior work that details
male victims, we also found that women were also vulnerable to
such crimes. In our data, we found men utilized elaborate and so-
phisticated schemes to gain access to women’s explicit content, as
is illustrated by Arooj’s case:

Arooj joined an anonymous live streaming platform...
She was assigned a task to live stream "down-blousing"
[52]. She did so in order to earn points (that can be
converted into dollars). After a few days, she received
a message from someone claiming to be from the
platform, informing her that her down-blousing video
had been uploaded on the platform. He offered to help
her remove it, and instructed her to click a link he
sent to her mobile phone. This led to her phone being
hacked, sensitive content being stolen and subsequent
extortion.

4.2.2  Personal Adversaries as NCIDA Perpetrators. In a number of
cases (22 out of 70 cases), we found personal adversaries such as
business competitors, classmates, work colleagues, extended family
members, and in-laws used NCIDA to harm victims. These adver-
saries had a range of motives ranging from property disputes, to
personal vendettas and jealousy. Revenge NCIDA was also a motive,
where one party exposed the content of the other party, justifying
their actions as: *They revealed pictures of our sisters, so we are ex-
posing their sisters’ photos. In this category, perpetrators frequently
lacked access to sensitive content, and resorted to fabricating con-
tent using the strategies outlined in Section 4.1.2. In Symaira’s case
where her aunt fabricated a collage (see Section 4.1.2), Symaira’s
mother alluded that the perpetrators’ intent was a combination of
revenge and coercion after their marriage proposal was rejected
by the victim and her family. In another case, when Azoor’s family
accused her brother-in-law of her sister’s murder, the accused and
his family circulated real and doctored explicit content of Azoor
and her late sister. This was an attempt to discredit the family’s
reputation and use NCIDA as leverage in the ongoing court case,
eventually leading to Azoor’s family dropping the charges under
duress.

4.3 Threat Mechanisms and Their Effectiveness

Prior work on NCIDA has highlighted how viral public dissemina-
tion online is the goal or threat made by perpetrators [22, 44, 64,
76, 100, 101]. While our cases also included such threats, a more
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common threat was to disclose sensitive content to family members
of the victim, especially male family members. To our knowledge,
such threats have not been reported in Western contexts (see 2).
We found that in cases in which public disclosure had not yet oc-
curred (51 out of 70), the perpetrators appeared to have a notion of
escalating disclosures, starting with the victim, to a woman family
member, to male family members, and finally the public at large.
We elaborate on each of these steps below:

4.3.1 Step 1: Gathering Family Contact Information. Perpetrators
use a variety of methods to collect contact details of victims’ family
members, through, e.g., unauthorized access to victims’ call detail
records (CDRs) (6 out of 70) and exploiting social media features (4).
In Ayesha’s case (Section 4.1.2), the offender acquired her CDRs to
access her husband and family’s contact details. An IO claimed that
some telecom employees sell victims’ call records to perpetrators
for 4,000-5,000 rupees (US$12-15).

4.3.2 Step 2: Contacting Victims. We found that once perpetrators
had acquired family contact details, they used overt as well as
covert tactics to escalate threats and intimidate victims (31 out of 70
cases). Overt actions included sending fictitious package tracking
details to the victim, claiming that sensitive material was mailed
to the victim’s family. In Arooj’s case, her classmate fabricated her
WhatsApp profile picture into explicit content to coerce sexual
favors. When she resisted, he claimed to have sent the material to
her brother. The victim reported:

[He sent me a picture of a parcel this morning and
texted that he had mailed sensitive pictures of me to
my brother.]

Covert intimidation strategies involved technical exploits such
as using untraceable numbers generated via VPN, using ’one-time
view’ and ’delete for all’ features to remove traces of direct threats,
as well as using anonymous social media accounts to share compro-
mising content. One of the victims who participated in a follow-up
interview reported:

"He sent me a few screenshots through WhatsApp of
a fake profile he had created on Facebook, and before
I could comprehend what was happening, everything
disappeared as it was a ‘one-time view’ only."

4.3.3 Step 3: Contacting Victim’s Women Family Members. In cases
where family disclosures (partial or full) occurred (39 out of 70
cases), half (20) of the perpetrators first disclosed to women family
members of the victim — mothers, sisters, or sister-in-laws. IOs high-
lighted that this approach hinges on the assumption that women
family members are more susceptible to coercion, given the societal
patriarchal norms around honor. Perpetrators capitalize on this
vulnerability, approaching women family members to pressure the
primary victim. One IO explained:

"[Perpetrators] are well aware that all the mother will
do is slap [the victim] twice, and then they themselves
will become afraid of what is going to happen.

In Maryam’s case, her husband contacted her mother and threat-
ened to disclose sensitive content to her father in the hopes that her
mother would persuade Maryam to stay in a secretive, but abusive
marriage. The corresponding IO reported:
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[The perpetrator escalated by involving her mother.
He threatened to expose their sexually explicit content
to her father. This manipulation coerced Maryam’s
mother to persuade her to reconsider staying in the
marriage fearing severe consequences if her father
discovered the content.]

4.3.4 Step 4: Contacting Male Family Members and Subsequent
Public Disclosure. The next step in NCIDA-related threats involves
exposing sensitive information to male family members, typically
coupled with threats to publicly broadcast the content or sharing it
widely within the victims’ family/social circle (19 cases). Many Pak-
istani families prize reputational "honor," and families fear damage
to it. We found that perpetrators employed tactics like leverag-
ing trending hashtags for rapid virality (5 cases), posting content
through anonymous accounts (15), and approaching male family
members in the company of their acquaintances (6) to intensify
humiliation. Faiza’s ordeal with her ex-boyfriend exemplifies this
tactic, which an IO reported:

[In retaliation, he sent explicit content to her mother.
When this level of escalation failed to have the desired
impact, he escalated by sending semi-explicit content
to her brother and father, and demanded a meeting.
When the meeting took place, the perpetrator showed
Faiza’s explicit content to the father in front of his
friends on a big screen, pressuring him to break the
engagement.]

4.3.5 Effectiveness of Threats. Prior research suggests that NCIDA
victims often respond to threats in one of two ways. Those in on-
going intimate relationships typically succumb to the perpetrators
goals of control. Those outside of intimate relationships ignore the
NCIDA, use in-app reporting tools, or seek aid from law enforce-
ment [20, 99, 104]. The latter class of victims, in other words, do not
cower in the face of the threat. Our victim participants in Pakistan,
however, frequently complied with perpetrators even when there
was no intimate relationship, out of extreme fear of potential reper-
cussions. Victims are thus easily entrapped in a cycle of extortion.
In one case, extortion lasted for 1.5 years, ending only when the
victim became bankrupt.

Perpetrators often employ relentless pressure tactics on victims.
For instance, a perpetrator sent countdown messages to a victim
until he would send the images to her father lest she meets his
monetary demands: ("message 1: 20 mins, message 2: 19 mins, message
3: 18 mins,..."). An 10 reported:

"[Perpetrators] often initiate blackmail during the night
or on weekends, deliberately creating a sense of ur-
gency that leaves victims with limited options and sup-
port. This urgency is exacerbated by the fact that most
helplines, including ours, are not as active during week-
ends. Perpetrators often repeatedly claim ’I am about to
send it, I am about to send it’ to intensify this urgency."

4.4 Limited Support and Consequences Beyond
the Crime

Our findings on individual consequences faced by victims of NCIDA
echo prior research, including psychological, reputational, financial,
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social, and physical harms. However, our findings deviated when it
came to anticipated social support for victims. While prior literature
often portrays families and social circles as sources of support [73,
91], our findings reveal an absence of substantial support networks.
Instead, we found victims encountered negative repercussions from
within their families and extended social circles. This section details
the limited support mechanisms and the hardships faced by victims
and their families due to the absence of adequate support.

4.4.1  Limited Familial Support. In contrast to prior studies from
within South Asia [57, 74], we found that victims receive limited
support from family members, peers, and law enforcement. There
is a lot of victim-blaming. In most of the cases (56 out of 70), victims
felt guilt for their perceived moral failings ("My parents think I am
a good daughter but I am not") or for damaging family reputation.
Many victims began their statements with statements such as "T
have ruined my family’s reputation...”). In cases where the victims
engaged in premarital or extramarital sexual relationships and/or
sharing explicit content with men they were not married to, the
victims often felt great guilt: ("I've made a big mistake, and now
only Allah can offer forgiveness..."). This self-blame intensifies when
the explicit content involves secret actual who are now using this
content to blackmail.

We observed that victims often expressed apprehension about
receiving support from their families, especially in cases involving
the disclosure of sexually explicit content. When they approached
LEAs, they frequently expressed a desire to keep their families
uninvolved ("If my family has to be brought into this, I'd rather not
proceed. I want to prevent their involvement in any way.").

Meanwhile, our observations revealed that in some cases, fami-
lies offered conditional support that was contingent on factors such
as the nature of the content. Non-consensual or coerced material
typically received more substantial family support compared to
consensual and explicit content, especially when the coercion was
evident within the content. Additionally, family support tends to
be stronger in cases where the relationship between the victim and
perpetrator is formally recognized and approved, such as in the case
of arranged marriages. Moreover, family perception of the victim’s
maturity level is influential; younger or less experienced victims
usually receive more familial backing compared to working and in-
dependent women, particularly from middle to lower-middle-class
backgrounds.

This difference in the nature of support significantly influences
the experience and outcomes for victims. The threat mechanism
involving disclosure to family members highlights the role family
members play in further aggravating the impact of such abuse.
As an NGO worker highlighted in a previous South Asian study:
"...If the patriarchal society does not react, then a blackmailer has no
power" [74]. This statement emphasizes the critical role family can
play in reducing the efficacy of threats posed by perpetrators.

4.4.2  Severity of Consequences. In prior work, victims primarily
suffer as individuals, experiencing financial setbacks and reputa-
tional damage. While such harms are terrible, they pale in compari-
son to what Pakistani victims and their families suffer. We found
that the consequences of NCIDA in Pakistan differ in two main
ways: intensity, and number of people who suffer.
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Heightened Severity for the Primary Victim: In Pakistan, the reper-
cussions of NCIDA for the primary victim are notably amplified.
Not only are they targeted by perpetrators, but societal and fa-
milial backlash is also common. In our study, for instance, about
half of the victims reported experiencing familial rebuke (34 out
of 70, including 32 men and 2 men) and violence (20, all women)
following disclosure to family, while others expressed fear of both
consequences. Some endured physical confinement (5, all women)
or even death, reportedly through murder by family members (3, all
women) as reported by participants and IOs. We have included some
illustrative cases that demonstrate the gravity of the consequences
that victims face as a result of NCIDA.

e Sara’s tragedy (Reported by an IO): [Sara, who comes
from a deeply religious family that places a high value on
honor, wanted to leave her abusive relationship, but her
ex-boyfriend threatened to expose explicit content to her
brother. She sought help at CCW, asking not to inform her
brother given his history with outbursts of anger. Her ex-
boyfriend later sent the content to him, leading to a con-
frontation where her brother expressed a desire to harm
them both. The IO reported that: "[The victim’s brother] said
she let our honor down, and I cannot rest knowing that she
has brought this upon us. She could have told us earlier. I'll
kill both of them before this becomes public." Tragically, Sara
sent a distressing message hinting at suicide, and shortly
afterwards, she passed away, with her brother claiming it
was due to a sudden cardiac arrest.]

e Zarish’s ordeal (reported by an IO): [After a significant
delay, Zarish returned for a follow-up to the LEA. She de-
scribed being placed under house arrest by her family due to
disclosure of her explicit content by her ex-boyfriend. Her
family was eager to marry her off to prevent any harm to
family’s reputation and the potential risk to her sisters’ mari-
tal prospects. She told that she was isolated at home, with no
one speaking to her. Her mother even physically abused me
on several occasions. Her brother and father were fervently
searching for a suitor, eager to marry her off and distance
themselves from the situation.]
A Father’s Outrage (Reported by the victim’s father): [A
father accompanied his daughter to file a complaint against
his daughter’s friend with whom she had a sexual relation-
ship and intimate content was disclosed. Clear marks of
physical abuse marred her face. When the authorities in-
quired about the injuries, he confessed that he is responsible
for those marks. He struck her out of disbelief that she could
jeopardize his family’s reputation — a reputation he has
spent his entire life building.]

Beyond severe physical harm, NCIDA often result in strained
relationships, as exemplified in Ayesha’s case (Section 4.1.2), com-
promised marital prospects as seen in Symaira’s situation (Section
4.1.2), and forced marriages similar to Zarish’s experience discussed
above.

Collective Impact on Families: While in prior work NCIDA reper-
cussions tend to be limited to the victim, our data shows that in
Pakistan the ramifications affect the broader family, particularly
resulting in collective reputational and financial harm. For instance,
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Ali’s mother (Section 4.2.1) reported her concern about the stigma
that comes from being associated with prostitution:

"Imagine the anguish of confronting my brother-in-

law or facing my family if these pictures and videos

went viral, painting us as prostitutes. My husband was

a respected man, and to face such scandal, especially

after his passing, is unbearable. People are bound to

believe the rumors, thinking that I've been waiting for

his death to indulge in such actions."

Financial repercussions are also not borne by the victim alone. The
whole family shoulders the burden, be it through paying ransom, as
with Aleena and Ali (Section 4.2.1), or the victim depleting family
savings, as seen in Ayesha’s case in Section 4.1.2. Moreover, Bismah,
a victim, reported:

[Ever since my father’s death, I am the sole provider
for my family. My ex-boyfriend exposed compromis-
ing content to my employers, leading to repeated job
losses. Having changed jobs four times and missed
three months’ wages, my family’s financial reserves
have depleted. This ordeal has deeply impacted both
me and my family.]

4.5 Preferred Remedies

Previous studies suggest that reparations for NCIDA have shifted
from a punitive model to a restorative justice approach aimed at
providing support to victims and promoting social goods [39, 78].
We found that the punitive model was primary among our par-
ticipants, and that they also sought restorative justice. Thus, our
participants first sought punitive actions like content removal from
the perpetrator’s devices, legal summons, arrest, corporal punish-
ment, or, in some cases, a court trial. On top of those consequences,
our participants were also concerned with safeguarding and up-
holding their family’s reputation. They thus expressed interest in
restorative remedies such as a written guarantee of NCIDA cessa-
tion; a private legal apology — a signed statement carrying legal
consequences; and/or a public apology coupled with an admission
of fabricating content. Content removal from public platforms and
private devices was a consistent desire across all victims (70 out
of 70); victims also sought out-of-court settlements and monetary
compensation.

Our study identified a pattern in which the remedy sought was
related to the stage of disclosure. When no disclosure occurred
(31 out of 70 cases), women victims of NCIDA, particularly those
involving sexually explicit content (17), preferred content removal
alongside a signed written guarantee of NCIDA cessation and a
private legal apology. These victims did not want strict punitive
actions against perpetrators, and IOs explained that this was largely
because they did not want their identity disclosed in a legal case.
Seeking punitive justice can also be traumatizing for victims, with
the possibility of uncomfortable interactions with male police of-
ficers, retaliation from perpetrators, and retraumatization during
trial. An IO reported how this process plays out:

"This guarantee coupled with a private apology takes
the form of a government document, an affidavit. The
affidavit is legally binding, and affirms that the perpe-
trator will abstain from similar actions in the future.

Batool, et al.

The corresponding IO acts as a witness, possessing the
authority to arrest the perpetrator if they breach the
agreement.

When selective disclosures have already been made to family
members, victims seek different remedies depending on the family
member concerned. In the case of disclosure to women family
members, the preferred remedies involved a combination of content
removal with a physical remand that is often accompanied with mild
corporal punishment. According to I0s, women family members,
especially mothers, express a desire for punitive measures against
the perpetrators to ensure the perpetrator bends to the demands of
a written guarantee. However, going beyond minor punitive actions
was not preferred, given the likelihood of disclosure to male family
members or the public at large during legal proceedings.

In contrast, when selective disclosures occurred among male
family members, the preferred remedies were more stringent, in-
cluding filing a First Information Report (FIR) - a legal document
that sets the process of criminal justice in motion [5], initiating
court proceedings, and finally settling out-of-court while obtaining
a written apology and NCIDA cessation guarantee.

Upon public content disclosure, victims and families transitioned
from seeking private to demanding public apologies. This shift re-
sults from the profound impact of public exposure on reputation
and family honor, necessitating not just content removal and legal
action but also a public apology that explicitly acknowledges wrong-
doing, states motives and content creation strategies, and highlights
that the content was fabricated. This was true in Symaira’s case
(from Section 4.1.2), when her family reported:

[Symaira’s family insisted that the perpetrators up-
load an apology video on the same social media plat-
form and explain the creation and uploading of the
collage, clarify their intentions, and in that video apol-
ogy, affirm Symaira’s innocence.]

5 DISCUSSION

Our findings underscore the significant differences between NCIDA
in Pakistan and in the West. These differences are underscored
even by the fact that the previous literature discusses NCIDA as
NCII [1, 33, 34, 98]: "non-consensual intimate image," as if intimate
imagery were required for these abuses. Our findings provoke an
expansion of the underlying concept, and also enable the sketching
of a broadly applicable theory of NCIDA. We discuss both below.

5.1 Key NCIDA Differences: Pakistan and the
West

Overall, we find in Pakistan that a much broader class of content can
become an NCIDA, and that the consequences for NCIDA are much
more severe than has been previously reported [11, 14, 16, 22, 23, 33,
35,61, 64,71, 86,104]. See Table 5 for a summary of these differences.
Many, if not all, of the differences can be traced to the underlying
culture of Pakistan, where a strong patriarchy often subscribes to
traditional notions of honor, and in which a woman’s chastity and
modesty are significant concerns of male family members [27]. As
a result, content — such as a selfie in a sleeveless blouse - that, say,
North Americans would readily post publicly themselves, can be
profoundly sensitive in Pakistan; and threats of NCIDA - often
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based on content in which the victim played no problematic role
even by the standards of the surrounding society — appear to lead to
a spiral of extortion. And, because it is so easy to generate potential
NCIDA content, there seem to be additional classes of perpetrators
who have no prior romantic or sexual relationship with their victims.
Organized criminal groups and acquaintances holding a grudge
use the easy on-ramp of NCIDA to intimidate and extort victims,
without pre-existing romantic or sexual context. That is in stark
contrast with what is reported in Western NCIDA cases, which
almost always involve former, current, or prospective intimate
partners, or people with voyeuristic intent [61].

The extent to which NCIDA and its consequences differ between
Pakistan and the West suggest an overhaul of the way that NCIDA is
described and contextualized, so as to ensure a more comprehensive
view that is not limited to Western contexts. First of all, it should be
highlighted that NCIDA is very much in the eye of the beholding
society. Previous literature, with the exception of Sambasivan et
al. [73], has not acknowledged this point, probably because work
so far has predominantly assumed a Western environment, as we
showed in Tables 1 and 2. What counts as an NCIDA, therefore,
should be broadened, and the cultural context of NCIDA ought to
be taken far more seriously. We also recommend as future work,
explorations of NCIDA in non-Western countries beyond South
Asia, as some would likely exhibit elements not seen before or in
this paper.

5.2 A Preliminary Theory of NCIDA

When combined with what is known from the previous literature,
our findings suggest a deeper theory of NCIDA, a preliminary
version of which we outline here: Drawing from the above discus-
sion, the core of the theory is that NCIDA exist in relation to what
the local culture finds socially and morally acceptable, especially
with regards to romance, sexuality, marriage, and public visibility.
NCIDA work in part because both perpetrators and victims have
similar notions of what is not appropriate for public consumption.
Perpetrators use this knowledge to cause harm or make threats;
and, victims are hurt or fear harm, because they subscribe to the
same definition of propriety. Thus for example, little short of nude
imagery tends to become an NCIDA in the United States; whereas
a clothed couple holding hands can be NCIDA fodder in Pakistan.

Another element of the theory is that the radius and severity
of NCIDA’s impact correlates with the strength of the correspond-
ing norms. In Pakistan, where patriarchal expectations can be both
restrictive and potent, NCIDA impacts more people (i.e., the immedi-
ate victim and family members), result in more severe consequences
(e.g., suicides and honor killings), and trigger greater fear more eas-
ily (e.g., extortion based on juxtaposed imagery without any "real"
compromising content). A contrasting case is offered by previous
research in the United States, in which reports do not mention
family members being implicated (though they often feel vicarious
pain from empathizing with victims) [66], and deaths arising from
NCIDA appear much less common [53].

The theory may seem straightforward, even obvious in retro-
spect, but it has not been asserted previously in this form [34]. And,
making the theory explicit permits some degree of prediction. For
example, we predict that cultures that are relatively more open with
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nudity see a narrower set of NCIDA content than those that hold all
nudity to be private, and that the consequences of disclosures are
less severe on average. Future work could seek to confirm whether
this is the case in countries such as those in Northern Europe.

If the theory bears out, it could be useful, say, to social media
companies in their efforts to address NCIDA. It might be possible,
for example, to create classifications of countries based on their
prevailing norms, and to anticipate NCIDA to some degree, though
that would not eliminate the need for country-specific attention
and adaptation, as we discuss next.

5.3 Recommendations

Before discussing novel recommendations, we emphasize that most
of the recommendations made in the existing literature also apply
to the Pakistani context. To begin, technology development should
itself involve victim perspectives [8].There should be accessible in-
app reporting features to enable swift response to threats or actual
disclosures [62]. Deindexation services to help limit dissemination
of sensitive content should be expanded [21]. Tools designed for
reporting evidence of online misconduct should be made broadly
available [26, 91]. Of course, such tools need to be localized for
language and social context.

We also strongly reinforce existing calls to treat NCIDA as crimi-
nal activity [11, 14, 22, 23, 33, 35, 36, 65, 71, 104]. Pakistani examples
re-emphasize the traumatic impact they can have on victims and
their families, as well as the malicious intent by which they are
perpetrated. We agree with arguments that consider NCIDA a form
of violence [33, 71], and they should not be granted free-speech
protections, any more than incitements to physical violence should
be. Furthermore, based on remedies sought by our participants,
we advocate against a one-size-fits-all solution [78, 80, 81], and
propose the integration of restorative justice strategies alongside
punitive measures in the design process.

In addition, our findings also suggest recommendations not pre-
viously made in the literature, both for the Pakistani context specif-
ically and for globally minded entities — researchers, social media
companies, and governments.

5.3.1 Recommendations for Pakistan. Through a secular liberal
lens, it is difficult not to criticize the victim-blaming that appears
to happen in some Pakistani families, even when the victims are
wholly innocent of offenses defined by the prevailing patriarchy.
But changing that culture seems out of reach without larger shifts
in Pakistani society, and in any case is out of this paper’s scope.
Therefore, following Sultana et al. [92], who urge more modest
forms of action, we believe a number of efforts could help prevent
or mitigate the impact of NCIDA in Pakistan, even with cultural
norms remaining largely as they are.

One clear need is greater digital media literacy in the general
public, both with respect to the dangers of NCIDA as well as the fact
that critical inspection of seemingly sensitive images is required.
Public service message campaigns conducted through broadcast
news media and/or social media ads could serve to raise general
awareness, with the goal of preventing NCIDA victimization and
inviting critical reflection in cases of manufactured NCIDA con-
tent. The impact of such campaigns varies, but Pakistan has seen
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Dimension Findings from Previous Work New Findings from This Paper
Perpetrators Current, former, and prospective intimate part- | Organized crime groups
ners
Transnational offenders targeting men Personal adversaries with not sexual/romantic
intent (e.g., classmates, colleagues, relatives)
Voyeuristic strangers
Acquaintances including friends, family mem-
bers and relatives
Content Sexually explicit (real) imagery Non-sexual imagery of friendly interactions be-

tween unmarried couples

Sexually explicit deepfake imagery

Imagery juxtaposing victims (in publicly accept-
able poses) with sexually explicit others

Imagery of victims (in publicly acceptable poses)
annotated with defamatory text of a sexual na-
ture

Threat Mecha- | Disclosure to victim’s social circle
nism

Disclosure to male family members

Disclosure to general public

4-stage threat escalation (see Section 4.3)

Consequences

Individual level: Emotional distress, Physical | Individual level: Murder (honor killing), Domes-
self-harm (including suicide), Social conse- | tic abuse and control, Forced marriage
quences, Financial/livelihood consequences

Family level: Reputational damage, Social isola-
tion, Financial/livelihood consequences

private apologies)

Preferred Reme- | Justice: Public shaming, Criminal penalties, Fi- | Justice: Public apology (only if disclosure went
dies nancial compensation, Restorative justice (incl. | public), Public admission of fabricated content

(only if content was fabricated and disclosure
went public), Private legal apology (signed state-
ment carrying legal consequences), Guarantees
of NCD cessation

Content removal from public sites

Content removal from private storage (in addi-
tion to public sites)

Table 5: Summary of findings from previous literature and new findings mentioned in this paper. The rightmost column
represents aspects of NCIDA that we encountered in Pakistan that have not been mentioned in the research literature thus far.

success with recent campaigns such as the Sukh Initiative for fam-
ily planning [56], and more recently, messaging around COVID
protocols [69].

In terms of technical and design recommendations, we recom-
mend that apps that allow video calls (WhatsApp, FaceTime, etc.)
should allow users to forbid others from taking a screenshot during
an active video call, as is the case for many Muslim dating apps
[55, 72]. In some countries, this option should be enabled by default,
with an opt-out option. Second, social media platforms should adopt
a feature akin to de-indexing in search engines [21]. When users
report a post as an NCD, the reported content’s visibility should
be limited (shadow banned [75]) to the reporting user’s connections
until reviewed by a human moderator. The moderators should also
be chosen for their understanding of local societal norms. Third,

messaging apps like WhatsApp should enable users to flag threat-
ening or otherwise abusive evaporating ’one-time view’ messages.
If violations are found, social media companies should generate
reports for law enforcement or provide access to stored content
under specific conditions. Content not reported to law enforcement
should be deleted after a designated period, e.g., two years.

5.3.2  Global Recommendations. As noted in the Discussion, a key
conclusion of our work is that NCIDA vary by cultural context.
Thus, responses to them must be tailored, probably at the country
level, but possibly in more fine-grained fashion. (Some countries,
for example, have parallel laws that apply to different religious
groups [90], and policies for NCIDA may require a similar structure.)
Researchers, content platforms, and others working with NCIDA
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across countries should be vigilant to differences by culture, and to
draw conclusions or make recommendations accordingly.

At the same time, there are recommendations applicable at a
global level, for social media companies and national governments.
Above all, one overarching recommendation is to hold social media
companies more responsible for the problems caused by NCIDA.
The existing literature on NCIDA in the West does not mention the
additional stress placed on law enforcement agencies — presumably,
there is some, but the impact may be minor. As we saw indirectly
through our findings, however, Pakistani law enforcement expends
considerable resources to address the fall-out of NCIDA. Several
of our officer participants pointed this out explicitly, and one put
it succinctly: "Technically these social media companies should pay
for [raids on NCIDA perpetrators] as we are brushing dust created by
these platforms.”

Social media firms are already under some pressure to address
NCIDA [77], but we further suggest that they should bear some of
the societal cost of NCIDA. NCIDA, after all, is effectively a new
class of problem created by tech companies. Drawing inspiration
from "oil spill liability funds" [96] - in which oil companies pay
into a fund that is used in the event of an oil spill - we suggest
that tech companies form an NCIDA liability fund in countries in
which they operate, to help mitigate the effects of NCIDA. Funds
could be used to support relevant law enforcement divisions, pay
for research on local NCIDA, offer support to victims in various
forms, and increase awareness among potential victims.

Next, what NCIDA victims — both from the existing literature
and in our study - wish for most is for problematic content to
be deleted everywhere. Social media companies should therefore
develop robust semi-automated systems for swift detection and
removal of NCIDA content, based on contextual, localized guide-
lines. This activity should be contextualized, proactive, and follow
feminist guidelines of consent [38].

Third, social media companies should coordinate more closely
with local law enforcement agencies (LEAs). From our findings,
it became evident that there is a difference in the interpretation
of what constitutes NCIDA between Pakistan and the West. This
difference could pose a challenge for IOs in obtaining the necessary
data to catch the culprits which can significantly increase the work-
load of I0s and elevate the risk for the victims. Future research
should investigate the potential nature of collaboration between
platforms and LEAs and how it can be enforced given the limited
influence LMIC countries like Pakistan can exert over large tech
companies.

Fourth, social media platforms should form a consortium dedi-
cated to addressing NCIDA. As we saw in our findings, one chal-
lenge for victims is the fact that content can live across platforms,
making it insufficient to remove content from just one. Through
consortium dedicated to NCIDA, platforms could collaborate to
ensure that NCIDA content deleted from one platform is deleted
on others too.

Finally, we recommend that each national government mandate
recommendations it deems worthwhile through policy. Social me-
dia firms draw considerable revenue from their operations in any
given country, yet often, they manage to avoid local taxes [82].
For example, in Pakistan, none of ByteDance (parent company of
TikTok), Google, or Meta pay taxes [32]. Thus, governments should
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not hesitate to demand that social media companies comply with
regulations that serve their citizens, or pay their share to mini-
mize the impact of NCIDA, for the privilege of operating in their
countries.

6 LIMITATIONS

Our study has methodological and sampling limitations. It primarily
includes victims who sought assistance from relevant organizations,
likely a group with a greater tolerance for NCIDA, as in all cases,
discussion with the IOs required going into the detail of their cases.
While our sample included only women and men victims, we are
aware that NCIDA affect marginalized individuals of all genders,
particularly non-cisgender or non-binary individuals, who may
encounter additional stigma and challenges in coming forward.
Additionally, while acknowledging the significance of including
perpetrators’ perspectives in the study, our study focused solely
on the viewpoints of victims and investigation officers from LEAs.
Future research could delve into highlighting the perpetrators’ per-
spectives within the domain of NCIDA, IBSA, and TFSA.

7 CONCLUSION

This paper expands the exploration of NCIDA beyond Western,
Educated, Industrialized, Rich, and Democratic (WEIRD) contexts,
delving into diverse cultural landscapes. Our study within a deeply
rooted honor-based patriarchal context highlights the broader in-
terpretation of inappropriate behavior compared to Western norms.
With such fragile sensitivity of content in this context, NCIDA pre-
dominantly target women, leveraging the disclosure to male family
members as a primary threat. Cultural values like honor, patriarchy,
and religion amplify the range and consequences of NCIDA, ex-
tending their association with violence beyond Intimate Partner
Violence (IPV) to include honor-based abuse. These factors increase
the accessibility of offenses, attracting a wider range of perpetrators.
We propose actionable recommendations for stakeholders, empha-
sizing the need for culturally-aware design and platform policies.
This research contributes to a more comprehensive understanding
of NCIDA, with potential implications for similar investigations
worldwide.
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